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Establishing ICT Voice Policy
Addressing risk, protection, and policy for the voice element 
of Information and Communications Technology 

Executive Summary
Employing Information and Communications Technology (ICT) 
services for consumer protection is receiving increased attention 
at all levels, from personal protection to societal security. While 
the media tends to focus on data communications (e.g., email), the 
most critical communications method remains real-time person-to-
person voice calling.

Even today, voice communications is burdened with extensive 
security risks. Some of these are mitigated by the communications 
carrier and may not be obvious to the consumer. Others, however 
— such as malicious calls, theft of prepaid funds, and corporate 
espionage — have direct, measurable impact on the victim.

These new communications facilities also offer extensive abilities 
for governments and Non-Governmental Organizations (NGOs) 
to provide (either directly or by mandate) improved governance, 
faster response to crises, and increased national security. 

In developing ICT policy for voice communications, it is sometimes 
easiest to place the burden on the communications provider. 
Alternately, the first reaction is to suspend individual civil liberties 
in order to achieve a quick resolution. Neither of these approaches 
is preferable.

Holistic ICT policy will retain personal liberties, respect the role of 
the communications provider, and enable government to direct 
the deployment of valuable services. Fortunately, most ICT policy 
issues — particularly concerning the crucial person-to-person 
live communications — have been long studied with reasonable 
solutions already available.   

Scope of this white paper
The use of ICT technologies has exploded in the past fifteen years, 
to the extent that it is a touch-point on a continuous basis. In fact, 
most people would find it difficult to conduct their lives without 
mobile devices, email, text/SMS, and apps such as Facebook, 
WhatsApp, YouTube, and Snapchat.

ICT is now employed in virtually every facet of society including 
business, healthcare, economic development, education, and crisis 
response. As a result, ICT policy (ICTP) as a whole encompasses 
most every aspect of personal, professional, and societal life. This 
makes the development of ICT policy difficult to start. Where? 
How? How much? How far forward do we look? The development 
of nascent ICT policy can appear to be an overwhelming and 
unconquerable feat.

Logic dictates that the first elements of ICTP to address are those 
that are most critical; a realistic acknowledgment of the learning 
curve indicates that the first elements should be the easiest, the 
“low hanging fruit.”

The phone is the most common, most 
underappreciated device that everyone 
expects to be discrete, safe, and reliable. 
It is the one thing that everyone reaches for 
in a crisis. The phone is real-time; it is now.
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So, which elements of ICT are the most critical? From a government 
perspective, it is national security; from that of the average citizen, 
it’s the consumer devices and services. The engineering types will 
view this by dividing ICT into technology services — data (email 
and internet), mobile (phones and SMS), and voice (phone calls, 
voice mail, and prepaid). Vertical service providers may clamor for 
ICTP addressing their specific niche. Finally, one must consider 
which technology elements of ICT are most prevalent throughout 
all facets of society: the mobile phone.

Also, when defining “critical” ICT it is apparent that the most 
crucial technology is that which is employed during a crisis. Of 
course, some crises are more apparent than others — riots and 
disturbances for example — while others, such as international 
espionage, may not even be acknowledged. Typically, though, 
critical ICT is that employed by government agencies, and 
particularly during times of humanitarian crisis.

Analyzing the intersection of ICT demand, usage, demographics, 
technology, and critical importance points to one element of ICT 
and thus also policy: voice communications. The phone (desk 
phone, mobile, wired, or smartphone) is the most common, most 
underappreciated device that everyone expects to be discrete, safe, 
and reliable. The phone — not the computer, or Skype, or Facebook 
— is the one thing that everyone reaches for in a crisis. The phone 
is real-time; it is now. And virtually everyone has one. The phone 
is used by government officials to conduct communications of 
immediate concern, by police to take calls from fearful victims, and 
by businesses to compete and satisfy consumer demand. And of 
all the technologies and capabilities of today’s smartphones, voice 
remains the most important.

This paper addresses the risk, protection, and policy for the Voice 
element of ICT.

A brief reflection on ICTP responsibilities
ICTP, though based on technology, is not a science.  And, 
considering that every community is somewhat unique, it has to 
recognize regional and cultural variables. It must be “right sized” 
to the market and customer base. It must be acceptable to key 
stakeholders and it must be reasonably achievable at a reasonable 
cost. It must be auditable, maintainable, and demonstrate sufficient 
flexibility to adapt.

But successful ICTP is not the sole responsibility of policy makers. 
The government must be capable of adapting ICTP into law and 
enforcing that law.  It is sometimes mistakenly believed that ICTP 
falls solely on the shoulders of service providers to implement, 
but in fact many aspects of ICTP are not commercial and thus 
not within the domain of responsibility of the service providers. 
This then means that the burden belongs to government, 
and as a result government must be in a position to fund the 
implementation of some ICTP recommendations.

Failure of policy to make a meaningful impact on society can be 
readily traced to failure on the part of the policy makers and/or 
government. It is easy and common to blame the ordinary citizen 
or consumer for defiance of law, but in fact that condition is 
simply proof-positive that the policy recommendation was vague, 
unrealistic, unenforced, poorly implemented and/or inappropriate. 
ICTP is no different than other consumer-focused policy.

In order for ICTP to be successful it must meet the following criteria:

 ■ Address real problems
 ■ Be realistic
 ■ Acceptable to key stakeholders (government, service 

providers, consumers)
 ■ Quickly codified into law which is enforceable and enforced
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 ■ Funded by the appropriate body
 ■ Auditable

In short, functional ICTP must address real consumer needs. This 
includes not only ordinary citizens, but aggregate societal needs 
via government interests as well.  In order to be achievable, initial 
ICTP should focus on short-term, easily achievable goals.

Crimes ICT voice policy must address
The first step in addressing ICT crime is to make detrimental 
activities illegal. If an act is not illegal it is difficult to stop. Case in 
point, a known fraudster from Asia attended regional meetings of 
the Pacific Islands Telecommunications Association (PITA), yet he 
was never arrested since the acts his firm committed were not, at 
the time, illegal in victim countries!

While ICTP cannot itself enact laws, ICTP is instrumental in defining 
the types of activities which cause harm to government, society, 
and individuals such that parliament may pass effective and holistic 
laws to combat ICT crime.

Espionage
Often ignored except by global news outlets, international 
espionage has a high, yet sometimes unmeasurable, cost to 
governments and economies. In recent years, WikiLeaks has 
revealed substantial espionage by presumably reputable 
governments; in other cases, espionage has ruined political careers, 
derailed national defense and strategy, and made developing 
countries into proxies in global political battles. As seen with 
the WikiLeaks espionage (for that is what it is) made public prior 
to the 2016 U.S. elections, dozens of politicians, diplomats, and 
businessmen have had careers abruptly terminated.

However, espionage does not stop at politics. Corporate espionage 
is practiced globally to disrupt appropriate and beneficial 
partnerships and agreements, often to the detriment of significant 
national interests and those who rightly profit from them (i.e., the 
employees.)

With traditional (AKA “legacy”) voice communications networks, 
espionage effectively required an “inside job” — that is, an 
employee in the telecom carrier to carry out interception of voice 
communications. However, with the universal adoption of IP as 
the voice transport mechanism, the network is effectively open 
to the world. Never in the history of human communications has 
interception of communications been so easy, so inexpensive, and 
so common.

With IP networks, espionage is most often conducted by parties 
outside the country.   Thus, it is difficult to identify the culprit; 
worse, it is virtually impossible to prosecute the offending party.   
As a result ICTP must address not only the illegality of espionage, 
but (and far more important) the mandatory mechanisms to 
defend against it.     

The implementation of anti-espionage policy will have to be borne 
by the telecom carriers, and government should recognize the 
costs incurred in doing so.  This will include use of appropriate 
(and expensive) Session Border Controller (SBC) equipment 
and the constant monitoring and administration required to 
diligently defend against breaches. It will also require the use of 
an international gateway to analyze and throttle communications 
traffic.

But the telecom carriers alone cannot ensure a perfect defense 
against espionage. The overseas perpetrators change techniques 
and methods so quickly that even the largest global carriers cannot 
ensure comprehensive protection for everyone.

A reasonably inexpensive and simple solution lies in the use of 
IP encryption technology (specifically, TLS and SRTP encryption). 
These encryption mechanisms are available on most computers 
and many softphone apps.  The problem is not technically difficult 
to solve. But how do you ensure that government leaders always 
communicate via the encrypted devices? This then is where 
ICTP changes focus from technical to human behavior. The ICTP 
must find a way to not recommend, not suggest, but demand 
the unforgiving enforcement in the use of secure, encrypted 
communications.    

Merely supplying the secure devices is not sufficient. Remember, 
ICTP cannot draft law. This is left to members of government, who 
may not so readily embrace a prison sentence or severe fine should 
they breach the proposed policy law. In fact, the use of secure 
encrypted phones, encrypted email, and encrypted conferencing 
can only be successfully implemented by a cultural change, and a 
motivator in human behavior, neither of which are the forte of ICTP 
makers!

Perhaps the most successful means to promote cooperation with 
use of secured communications is demonstration of the ease with 
which communications can be intercepted. Or, simply by compiling 
readily available documentation (news articles) concerning the 
political power and financial losses suffered by those who failed 
to employ the security mechanisms available to them. Looking 
at ourselves as humans, and thus flawed, marketers may suggest 
playing on greed and one-upmanship by restricting secure 
encrypted tools and services to high-ranking individuals, thus 
making them desirable baubles. 
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Despite the difficulty with adopting protective tools to defend 
against espionage, there is no denying that doing so is critical to 
the health of a nation.  Whether by law or social order, or both, use 
of encryption is no longer a luxury, it is a necessity.

Fraud
Voice ICT fraud is no stranger to telecom carriers. A vast variety of 
fraudulent schemes have been, and continue to be, used to steal 
telecom services. For the most part, this fraud has been transparent 
to end consumers, since telecom carriers have done an admirable 
job to defend against them. Furthermore, most fraud schemes 
victimize the telecom company, rather than the consumer. Thus, 
most consumers are unaware of telecom fraud. However, it is 
noteworthy (and should be rather obvious) that the costs of 
fighting and absorbing the costs of voice ICT fraud, although 
restrained to the carrier’s financial books, do in fact have a cost 
that is indirectly borne by consumers; and, certainly the losses 
affect investors. While the latter is not often of great consideration, 
particularly when the carrier does post a return, the question must 
be asked how much more investors may have realized had the 
fraud been eliminated.

Within the past half-decade though ICT voice (and other) fraud, like 
espionage, has been enabled by the newer technologies.  These 
next generation technologies and network designs have not only 
made fraud more prevalent, but also opened consumers to the 
theft of their services and monies. For example:

 ■ Signaling System 7 (SS7 or C7) fraud is employed to steal funds 
from prepaid accounts

 ■ Mobile GSM “number spoofing” bills fraudulent overseas calls 
to unsuspecting subscribers

 ■ SMS fraud depletes mobile subscribers’ accounts

 ■ Improperly hardened voice mail solutions allow anonymous 
hijackers easy access to international toll calling

Unfortunately, consumers are left to fight for their financial 
investments to be returned. To the consumer this can be frustrating 
and time consuming. Fortunately, most national and regional 
carriers are willing to absorb these costs and reimburse the 
consumer (note: ICTP should address this to ensure full and timely 
re-imbursement of consumers.)

Sadly, the perpetrators of ICT fraud are almost always overseas, 
meaning there is virtually no chance to arrest or prosecute. The 
answer then lies in ICTP that creates guidelines for mandatory 
protectionist measures by carriers, and as noted, responsibilities to 
consumers.

One of the great secrets of ICT fraud is that major victims are often 
governments, that is, both government networks and government 
employees. Most governments are remiss to report a substantial 
fraud loss due to deficient government-owned network design. 
To exacerbate matters, most government networks have no 
audit requirements to detect fraud, or to address fraud once it 
is discovered. Thus, it is imperative that ICTP for government 
networks and users clearly and specifically define anti-fraud policy 
and procedures.

Misuse of phones & mobile devices
Perhaps not ironic, the automatic telephone exchange invented in 
1891 by Almon Strowger was envisioned to counter questionable 
business practices that were arguably fraudulent, and certainly a 
misuse of property! Thus it is no surprise that ICT assets — both 
voice and data — continue to be used for illicit purposes.



081000-111-20170728    Page 5 of 7 www.redcom.com

One of the most common problems with misuse of phones 
is person-to-person harassment. This type of misuse (crime, if 
properly addressed by ICTP and legislative efforts) is unique from 
other forms of ICT crime in several aspects: it is typically internal to 
a country, region, or service provider; both perpetrator and victim 
often know each other; there is no flaw exploited in technology 
or procedure; and finally, it is easily tracked and the perpetrator 
identified. Thus, laws based on ICTP “merely” have to make 
discovery information available to law enforcement, and enable 
law enforcement and judiciary to address violations.

That said, the increased popularity of mobiles not registered to an 
individual and employing prepaid services (known as a “burner 
phone” to both criminal syndicates and law enforcement) make 
identification of the perpetrator more difficult.   
 
The knee-jerk reaction to misuse of “burner phones” is to force 
registration of every mobile device. This solution has been 
proposed repeatedly as prepaid services become more prevalent 
in communities.  However superficially “simple” this method 
may appear, it is not viable: it puts a substantial burden on the 
mobile service provider, which may or may not have the benefit 
of revenue from the prepaid services; it solves no identification 
of the perpetrator (i.e., it only identifies a device); and it creates 
an artificial potential barrier to new prepaid service competitors 
if the registration enforcement requires them to procure what is 
specialized/customized equipment. All ICTP developers who have 
initially courted the “easy answer” of forced mobile registration 
have later concluded that it is not the right solution.

Countries and carriers with developed prepaid (and “burner 
phone”) services have come to the conclusion that harassment 

is not a technical problem, not a carrier problem, but a law 
enforcement problem. Thus, while carriers may be urged or forced 
to provide law enforcement with data, it is the job of those policing 
to analyze data and employ other tools (e.g., voice recognition 
software, lawful intercept, call record analysis) to solve the crime. 
Some of this equipment is extremely expensive (e.g., mobile wire 
tapping) however,  as much progress can be made by analyzing call 
records amongst small numbers of known parties.

Furthermore, a relatively easy answer is available to most 
consumers, both mobile and landline: white/black lists of calls 
to be accepted/ rejected. This functionality is supported by most 
modern mobile and PSTN platforms, or otherwise easily added by 
the carrier and/or prepaid provider.

Beyond harassment, though, is the use of burner phones 
for coordination of other illicit activities including drug and 
prostitution rings, political fraud, and other very serious crimes. 
Again, the “easy” answer is to force registration of all mobiles. 
However, again, all this does is identify the source device, and 
a source device cannot be arrested or prosecuted. In addition, 
this is a case of supply and demand: decreasing the supply of 
anonymous phones does not decrease demand. As a result the 
“supply” of anonymous phones will be artificially increased by theft 
of others’ devices. Thus again, the problem must be solved by law 
enforcement enabled by ICTP and law.

The case of harassment and anonymous use of devices for illegal 
activities is an excellent case study in holistic consideration during 
ICTP development in that the first answer is not the right answer. 
An error on the part of ICTP designers can have far-reaching 
ramifications.
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Enabling effective governance
Approximately ten percent of Google search results on ICT policy 
concern effective governance, demonstrating the popularity of 
using ICTP to drive a user-friendly government. Unquestionably, 
ICTP must embrace and seek effective governance, however it 
must be performed in a holistic and realistic manner. Note though 
that 90% of Google results do not address effective governance, a 
reflection on the scope of ICTP.

The scope of this paper is primarily aimed at providing a 
foundation for ICTP driving effective governance. In other 
words, first ICTP fixes known social, governmental, and technical 
problems, and then ICTP can effectively guide governance.
That said, some elements of effective governance can be guided 
by ICT voice policy while nascent policy is developed to ground 
legislative achievements. Noting again that this paper focuses on 
ICT voice policy, several voice-centric social improvements will 
be explored.  Acknowledging that ICTP voice policy is a decades-
long project encompassing everything from national security to 
education to the environment, a daunting question arises: where 
to start? The answer, as with other aspects of ICT voice policy, 
is in fixing what is broken in order to lay a firm foundation for 
maturation.

Social order
Social disorder can happen anywhere, whether caused by 
environmental disasters, political discord, or unexpected mob 
violence. In all cases, social disorder is often marked by one clear 
fault: the inability to react quickly enough to prevent exacerbation 
of the situation. Of course, the reported blame for situational decay 
due to delayed response runs the gamut from nature to colluding 
politicians to ineffective enforcement; however, the fact is simple: 
the tools are not in place to prevent escalation of a disaster.

What happens when a crisis becomes known (of course, at the 
time, more is unknown than known) to key decision makers? The 
phones start ringing and an ever-expanding mess of two-person 
calls relay information (partial and interpreted and re-interpreted 
information) between parties. In short, what occurs is an 
intelligence nightmare.  This is a good time to reiterate that in 
a crisis, everyone reaches for a phone — not email. A real-time 
disaster requires real-time communications: voice.

Technologically, the means to enable critical, real-time emergency 
communications amongst key groups is simple, since it exists: a 
critical conferencing system.  This tool is used by crisis coordination 
organizations such as FEMA and the FBI in the USA, as well as 
the UN and several presidential/ministerial offices. The concept 
is simple: program a number of voice devices (phones, mobiles, 
etc.) into the critical conference system and with the touch of a 

button the conference system will auto-call those in the list. As 
they answer, each user will automatically be brought into the voice 
conference. Preferably, the system should have extended reach, 
meaning that it can reach a key individual on any device (home 
phone, mobile, office PABX), a capability known as “presence”. The 
conference system should also be capable of dictating priority 
talking via priority levels and/or loudest talker. And, of course, it 
should integrate with the aforementioned government secure 
encrypted devices. In short, an internet-based  “free conference” 
service is not suitable.  

Note now that ICTP, which as previously discussed has been limited 
to defining legality and vague solutions, is now in a position, by 
necessity, of defining rather specific functional capabilities. In this 
role, ICTP makers act as consultants and technologists. Of course, 
they do not operate in a vacuum, ICTP makers have other countries 
and internal resources on which to lean.

ICT voice policy is effective governance
ICT voice policy drives critical improvements to communications 
services that reach from the remote village mobile user to 
the highest levels of government.  While other ICT policies — 
healthcare, police, education — are certainly important, none can 
be effectively achieved without laying the foundation with voice 
policy. An unprotected government is an ineffective government, 
and a robbed consumer is a poor and disabled consumer. ICT 
voice policy can secure the national borders and enable effective 
governance.

In summary, the ICT voice policy recommendations in this paper 
can enable:

 ■ Consumer protection
 ■ Increased national security
 ■ Reduced financial losses
 ■ Improved government-society relations

While superficially “just ICT policy” the needs outlined here are the 
basis of effective governance.

Summary
ICT voice policy is only a portion of the comprehensive ICT policy; 
however it is the most important element of ICTP since voice is the 
most critical means of communication.

The foundation of ICT voice policy rests on security; the nation 
and its citizens must be protected before other ICTP and effective 
governance can be successful.
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Illegal activities
 ■ Unauthorized intrusion into any network
 ■ Unauthorized use of any communications network
 ■ Unauthorized use of communications devices (mobiles, etc.)
 ■ Use of government resources for non-government activities 
 ■ Theft of prepaid funds or other financial assets
 ■ Number hijacking
 ■ Number spoofing
 ■ Unauthorized interception of voice or data
 ■ Unauthorized recording of voice
 ■ Threats using ICT
 ■ Harassment using ICT
 ■ False reporting of crimes to PSAP
 ■ Inter-country transit traffic through domestic voice networks 

other than authorized mobile roaming
 ■ Communication of government secrets over un-encrypted 

lines of communication (define “secrets”)
 ■ Intentionally disrupting service on a carrier network (i.e. denial 

of service attack)

Consumer protection
 ■ Minimum service levels for service providers along with 

associated fines for non-performance
 ■ Mandatory response/satisfaction guidelines for 

telecommunications consumers (e.g. re-imbursement of stolen 
funds)

 ■ Government complaint-handling/ arbitration agency
 ■ Tracking of harassing calls by service provider
 ■ Consumer ability to block calls from sources (white/black list)
 ■ Education on data collection, analysis, prosecution
 ■ Limit government (and others) access to lawful intercept 

records (voice/data) to avoid misuse of lawful capabilities
 ■ Mandate real-time customer notification in event of high-

volume toll calling

Network defenses
 ■ Block incoming traffic from all but known valid ports
 ■ Block traffic from known/ suspect origination regions
 ■ Block or throttle traffic to unlikely destinations
 ■ Block or throttle inter-country transit traffic

 ■ Prevent number spoofing from mobile MSC
 ■ Install defensive, auditing, and reporting equipment:

 ◆ International Gateway
 ◆ Session Border Controller(s)

 ■ Participate in Pacific Fraud Forum
 ■ Separate VPNs for voice, data, mobile
 ■ Audit traffic regularly!
 ■ Plan for emergency termination in case of fraud or attack

Counter-espionage
 ■ Employ encrypted devices and/or smartphone app with TLS/ 

SRTP
 ■ Employ encrypted conferencing
 ■ Framework for mandatory use (who, when, what) of encryption
 ■ Fees & fines for loss or sharing of encrypted devices
 ■ Legal ramifications for violation of mandatory encryption use
 ■ Audit networks for intrusion, intrusion attempts (particularly 

SS7/C7)
 ■ Identify key commercial firms likely to be victims of espionage 

and share policy and technology

Effective governance
 ■ Identify:

 ◆ Crises of most concern
 ◆ Responsible agencies, individuals, and companies for 

response
 ■ Develop response plan
 ■ Enable critical real-time communications with conference 

system
 ◆ Secure, encryption enabled; limited access
 ◆ Identify and program multiple instant conferences by crisis 

and by organization
 ◆ Document operation and training

 ■ Begin Public Safety Answering Point service
 ◆ Identify key regions/ populations
 ◆ Integrate with ICTP for other services and coordinate
 ◆ Training, infrastructure
 ◆ Implement elementary service
 ◆ Continue planning, long term development

Checklist of action items
To facilitate development of ICT voice policy, as well as making visible the effective outcomes following legislative, government, and telecom 
provider activities, the following checklist of action items is provided. Once effectively compiled into policy and legislature, these steps can 
ensure a properly defined legal framework for voice communications in your country. Note: many of these action items should be echoed in ICT 
data policy.


